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S6:37 IKH-UBND Ha Lai, ngay 7o thang 3 ndam 2023
KE HOACH

Thuc hién bao dim an toan thong tin mang va trién khai cc hoat dong
rng ciru sw ¢0 an toan thong tin mang trén dia ban xa Ha Lai

Cian ctr Chi thi s6 13/CT-UBND ngay 04/11/2022 cua Chu tich
UBND tinh vé viéc ddy manh bao dam an toan thong tin mang va trién khai cac
hoat ddng g ctru su ¢ an toan thong tin mang trén dia ban tinh Thanh Hoéa.

Thue hién Ké hoach s6 54/KH-UBND ngay 01/3/2023 caa UBND huyén
Ha Trung vé Thuc hién bao dam an toan théng tin mang va trién khai cac hoat
dong ing clru su c¢d an toan thong ti mang trén dia ban huyén.

Uy ban nhan dan xa Ha Lai ban hanh K& hoach thuc hién bao dam an toan
thong tin mang va trién khai cac hoat dong tmg ciru su ¢ an toan thong tin
mang trén dia ban xa Ha Lai, cu thé nhu sau:

I. MUC PiCH, YEU CAU

1. Muc dich

- Bao dam an toan thong tin cho cac hé thong thong tin quan trong trén
dia ban xa; bao dam kha nang thich tng mot cach chu dong, linh hoat va
giam thiéu cac nguy co, de doa mat an toan thong tin trén mang; dé ra cac giai
phap tng pho khi gap sy cO mat an toan thong tin mang.

- Tao chuyén bién manh mé trong nhan thirc vé an toan thong tin dbi
voi lyc luong cong chire, vién chic, nguoi lao dong hoat dong trong cac co
quan hanh chinh nha nudc.

- Bao dam cac nguén luc va cac diéu kién can thiét dé sin sang trién
khai kip thoi, hiéu qua cac phuong an tmg ctru khan cép su ¢ an toan thong tin
mang trén dia ban xa.

2. Yéu ciu

- Thuc hién khao sat, danh gia cac nguy co, su ¢cd mat an toan thong tin
mang cua hé théng thong tin ctia cac co quan nha nude trén dia ban xi dé dua ra
phuong an doi pho, Gmg ctru su ¢b twong ung, kip thoi, phi hop.

- Xay dung phuong 4n d6i phd, ing ciru su ¢b an toan thong tin mang
phai dat ra dugc céc ti€u chi de co the nhanh chéng x4c dinh duoc tinh chét,
murc d6 nghiém trong cua sy ¢d khi sy cd xay ra.

- Xac dinh cu thé cac nguon lyc, giai phap td6 chirc thuc hién va kinh
phi dé trién khai cac noi dung cua K& hoach, bao dam kha thi, hiéu qua.

- Thuong xuyén trao d6i thong tin, chia sé kinh nghiém trong cong tac
bdo dam an toan thong tin gifta cac co quan nha nudc trén dia ban xa; tan dung
su phéi hop, hd trg cia UBND tinh, huyén So Thong tin va Truyén thong.

II. NHIEM \4Y) THUC HIEN

1. Tuyen truyén, pho bién cac vin ban quy pham phap luit, tai liéu
hwéng din chuyén mén vé an toan thong tin mang
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+ Quan trigt to1 tat ca lgc luong cong chire, vién chure, nguoi lao
dong nguyén tic “Ung cit sw ¢é An toan thong tin (ATTT) mang la hoat dong
quan trong nham phat hién, ngan chan, khdc phuc kip thoi sw co ATTT mang
va “Hé théng théng tin dwoc kiém tra, danh gia ATTT mang truée khi dwa vao
s dung”.

+ Cong an xa tryc tiép chiu trach nhiém trudc chii tich UBND xa néu dé
xay ra su c6 mat ATTT mang, dé xay ra hau qua, thi¢t hai nghiém trong tai xa

+ Cong chirc VHTT T6 chtrc tuyén truyen phd bién, huéng din ndi dung
cia Luat An toan thong tin mang; Chi thi s6 41-CT/TW ngay 24/3/2020 cua Ban
Bi thu Trung wong Pang vé ting cuong phbi hop va trién khai dong bo cac bién
phap bao dam an toan, an ninh mang; Chi thi s0 14/CT-TTg ngay 07/6/2019 cua
Thu tuong Chinh phu Vé viéc tang cuong bao dam an toan, an ninh mang nham
cai thién chi s6 xép hang cia Viét Nam; Chi thi s6 18/CT-TTg ngay 13/10/2022
ctia Thu tuéng Chinh phu vé day manh trién khai cac hoat dong ung ctru su cb
ATTT mang Viét Nam; Chi thi s6 13/CT-UBND ngay 04/11/2022 cua Chu tich
UBND tinh vé viéc day manh bao dam an toan thong tin mang va trién khai cac
hoat dong g clru su ¢ an toan thong tin mang trén dia ban tinh Thanh Hoa va
c4c van ban chi dao, hudng dan ciia S& Thong tin va Truyén thong lién quan dén
cong tac ATTT mang va ung clru sy cd ATTT mang, cac tai liéu huéng dan
chuyén mon vé an toan thong tin mang, diy manh tuyén truyén trén Trang thong
tin dién tir ciia x4, dai truyén thanh xa.

2. Trién khai chwong trinh dao tao, boi dudng vé dam bao ATTT

Cong chire Van phong thong ké T6 chirc bdi dudng cac k§ ning nhan
biét su cd, tinh hudng su ¢O cu thé nham nang cao nhan thirc, phuwong phap phdi
hop, g ctru xir Iy su ¢d va khic phuc d6i voi cac su cd don gian say ra.

Thoi gian thyc hién: Dy kién trong nam 2023.

3. Trién khai céc bién phap phong ngira sw cd

+ Xay dung Ho so de Xuat cap do an toan h¢ thong thong tin. Bao dam hé
théng thong tin duoc trién khai ddy du phuong 4n an toan hé thong thong
tin theo cap do.

+ T6 chirc giam sat, phat hién sém cac nguy co, su cd; kiém tra, danh
gid an toan thong tin mang va phdi hop véi Doi tng ciu sy ¢6 ATTT mang
huyén Ha Trung, tinh Thanh Hoéa dé phong ngtra sy ¢, quan 1y rui ro; phan tich,
xac minh, canh bao su ¢, rui ro an toan thong tin mang, ph?m mém ddc hai;

+ B tri can bo du ning luc chuyén mén, co phém chat tot dé dam nhiém
nhimg vi tri quan trong trong quan ly, van hanh cac h¢ théng thong tin cua xa.

4. Chuan bi cac diéu ki€n wng ciru, khic phuc su co va kiém tra céc
nguy co, sw ¢6 an toan thong tin mang

+ Trang bi, nang cap trang thiét bi, gia han ban quyén phan mém phuc vu
ing cuu, khic phuc su co; chuan bj cac diéu kién bao dam, du phong cac
nguodn luc va tai chinh dé sén sang dbi pho, tmg ctru, khic phuc khi su c6 xay ra;
thué dich vu k¥ thuét va tu van cac chuyén gia Gmg ctru su ¢b; tham gia cac hoat
dong tap huén, bdi dudng va dién tap do DPoi tmg ciru su cd ATTT mang huyén,
tinh Thanh Hoa phat dong.
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+ Khong luu trir co s¢ dir li€u, tai li¢u c6 chira thong tin thudc pham vi bi
mat nha nudc trén may tinh co két nbi mang Internet, mang ndi bg.

+ Kiém tra an toan, an ninh thong tin d6i véi cac thiét bi dién tir, giai phap
cong nghé trude khi dua vao st dung tai cdc by phan trong yéu, co mat; loai bo
triét dé thong tin, tai liéu khi chuyén d6i muc dich st dung cac thiét bi duoc
luu dir 1iéu, tai li¢u c6 chira thong tin thugc pham vi bi mat nha nudc.

+ Kiém soat viéc stra chita, thay thé trang thiét bi may tinh trong co quan
nham han ché viéc 15, mat thong tin, dir liéu.

+ Kiém tra hién trang va kha ning bao dam an toan thong tin mang
dbi v6i hé thong thong tin; du bao cac nguy co, su cd hé théng thong tin co thé
x4y ra, gy ra su c¢d mat an toan thong tin mang; danh gia v¢ hién trang phuong
tién, trang thiét bi, cong cu hd trg, nhan lyc phuc vu ddi pho, ung ciru, khic
phuc su coO cua co quan trén dia ban xa.

5. Xay dung phwong an d6i phé, wng ciu d6i véi mét so6 tinh
hudng sw cb cu thé.

+Xay dyng tinh huéng, kich ban su ¢ cu thé va dua ra phuong an
d6i pho, tng ctru su co tuong tmg. Trong phuong an d6i pho, tmg ctru phai dat
ra dugc cac tiéu chi dé cé thé nhanh chéong xac dinh duogc tinh chat, muc
d6 nghiém trong cta su ¢ khi su cd xay ra.

+ UBND x4 van hanh hé théng thong tin, chuong trinh tmg dung phai xay
dung phuong an dbi pho, tmg ctru sy cd.

6. Kinh phi thuc hién

Kinh phi thuc hién Ké hoach nay duoc bd tri tir ngudn ngan sach hang
nam cua xa.

I11. TO CHUC THU'C HIEN

1. Cong chirc Vian hoa

- Tham muu xay dung Ké hoach tmg phé su ¢, bao dam an toan théng
tin mang trén dia ban xa bao dam dang tién do, chat luong, hiéu qua va tiét
kiém, tranh hinh thire, 1ang phi.

- Tich cuc phdi hop véi co quan, don vi cha tri thyc hién cac nhiém
vu duogc giao theo K& hoach nay.

- La cac don vi ddu mdi, chuyén trach vé Gmg ctu su ¢b an toan thong
tin mang trén dia ban xi, co trach nhiém trién khai, t6 chtc theo ddi, don
dbc, phdi hop véi Cong an huyén x4, trong viéc trién khai thuc hién Ké hoach
nay;

- PBinh ky 06 thang, ca nim tong hop két qua thuc hién cta xi bao cdo cp
trén theo quy dinh.

2. Cong chirc ké toan

Trén co s& du toan cua x3 dé can doi ngan sach, tham muu cho Chu tich
UBND x4 xem xét, bd tri kinh phi thuc hién Ké hoach nay trong nam 2023 va
cac nam tiép theo.

3. Cong chirc van phong phu trach An toan thong tin mang cia xa.
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- Kip thoi thong bao vé S¢ Thong tin va Truyén théng khi co su thay
d6i can bd, cong chic chuyén trach vé an toan thong tin mang dang 1a thanh
vién tham gia Doi tmg ctru sy ¢ ATTT mang tinh Thanh Hoa.

- Cir can bo tham gia cac chuong trinh huén luyén, dién tip va khoa dao
tao, tap huin bao dam an toan thong tin mang dé nang cao k¥ ning va cong tac
tham muu trién khai giam sat, bao dam an toan thong tin.

- Xay dung ndi dung, 18p du toan kinh phi 16ng ghép trong Ké hoach
phat trién chinh quyén sé va bao dam an toan thong tin mang hang nam cua xa
dé bao dam cho hoat déng tmg ctru sy c¢b khan cap vé an toan thong tin mang.

4. Cong an x& thudng xuyén kiém tra giam sat vé an toan thong tin mang
cua xd. Tryc tiép chiu trach nhiém trude chu tich UBND xi néu dé xay ra sy cd
mat ATTT mang, dé x4y ra hau qua, thiét hai nghiém trong & xa.

Trén day la K& hoach thuc hién bao dam an toan thong tin mang va trién
khai cac hoat dong tmg ctru sy c¢d an toan thong tin mang trén dja ban xi Ha Lai
yéu cau Truong Cong an x4, cac ban nganh doan thé trong xi nghiém tuc trién
khai thyc hién./.

Noi nhin: CHU TICH
- UBND huyén (b/c) !

- Phong VHTT huyén (b/c) r 4 ‘ﬁlgu;.l
- Pang ty, HDND x(b/c); i . w 3

- Cac Pho CT UBND x§; 1 s |7

- BCD chuyén d6i s6 xa (p/h); " 'ur J_H- sy
- C4c truong, tram, (t/h); "\ : e

- Luu: VT, VHTT. Ny

Nguyén Vin Tuyén
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